In the present day, exchanging information is the essential of successful business in our society. Securing the information from unauthorized individuals as well as unauthorized access is more essential. Cases of hacking bank accounts, stealing credit card numbers and decoding secret information are common occurrence. With the rapid grow of internet technology and increasing computational power of computer, securing privilege information against unauthorized access is a source of concern to the business managers. Different organisation use different methods to secure sensitive information. Most of these methods have not provided the desired result. This paper proposes the use of Elliptic Curve Cryptography (ECC) over finite fields to send and receive information in an unsecure channel without jeopardizing the security of the information. The basisof using ECC is because there is no known technique of finding solution of discrete logarithm problem, in a reasonable time, on a properly chosen elliptic curve. ECC has advantagesof smaller key sizes, faster computations, reductions in processing power, less storage space and low bandwidth rate consumption.In this paper, group theory, elliptic curves, finite fields and ECC encoding were explained.
INTRODUCTION
The physical method of security such as the use locks, signing and sealing of documents is today obsolete as result of fast development of technology and the new way of communication [1] . However, communication is an essential part of living and communicating using model technology does not remove the need to secure information. Therefore communicating securely to provide confidentiality, Integrity, Non-repudiation, control access to information, authenticating and authorising access to information is crucial. The security is provided using cryptography. The science of communicating securely is called cryptography. It involves encryption and decryption of information. Encryption is the process of converting a plaintext into ciphertext using an encryption algorithm and decryption is the process of transforming ciphertext back to the plaintextinformation using decryption algorithm [2] .
Symmetric-key and asymmetric-key protocols are the two common cryptographic protocols [3] . In the symmetric-key protocols, the same secret-key is shared by the communicating partners prior to encrypt and decrypt of information. Effective sharing of the common key is one major challenge of symmetric key protocols. Though symmetric-key cryptosystems provide high speed key and communication compare to asymmetric-key. Advance Encryption Standard (AES), Data Encryption Standard (DES) are some examples of symmetric-key algorithm.
Asymmetric or Public-Key cryptography introduced in 1979 by Diffie and Hellman requires two separate keys. One key known as public key is obtained from the other key called private key using a trapdoor function. A trapdoor function is a function that is easy to compute in one direction, but difficult to compute its inverse without special information. This information called the decrypting-key is needed for decryption in shortest possible time.
Several public-key cryptographic systems are in existence such as Diffie-Hellman (DH) key exchange algorithm, Digital Signature Algorithm (DSA) and ElGamal cryptosystem for providing public-key security. The security of these cryptographic systems rely on the different hard factorization and discrete logarithm problems. Unlike symmetric protocols, public-key protocols require no prior meeting of communicating parties to exchange keys before secure communication. It also provides high level of security in contrast to symmetric protocols. These qualities of public-key protocol systems is crucial for securing insecure open channels communication and authentication.
In public key systems, the private key is kept secret with the owing part while the public key is made known to the public for either encryption or decryption [3] . The computationally intractability of public key protocol responsible for the difficulty in calculating a private-key from its associated public-key. It is believed that with model technology and equipment an attempt to compute it will be unsuccessful. Apart from hard factorization and discrete logarithm problem, another hard problem was established from elliptic curves in the mid-80s, which lead to Elliptic Curve Cryptography (ECC). Discovery of ECC gave another level of public key security use for both encryption and decryption of information. Elliptic curve provides public-key protocol which, are faster and use smaller keys size compare to other public key cryptosystems, at the same time, it provides an equivalent level of security. These advantages come from different kind of mathematical group for public-key arithmetic. In using ECC for cryptography, certain EC must be avoided. According to [4] , this Curve includes Anomalous Curves, Super singular Curves and Curves susceptible to Pohlig-Hellman attacks. The higher the number of points of elliptic curve, the more secure the 8 ECC generated from the curve. There are several methods and/or algorithms available to find the number of points of EC, such methods includes Schoof's algorithm and the Baby-
Step-Giant-Step (BSGS) methods.
RELATED WORK
In the year 1985 when Victor Miller (IBM) and Neil Koblitz discovered Elliptic Curve Cryptography (ECC) more ECC researches are ongoing in order to provide encryption, digital signature, etc on one hand and secure handheld devices such as PDA, pagers, mobile phone etc on the other [5] [6] .
Two layer encryption algorithm was developed with Secure Sockets Layer (SSL) in collaboration with Single Sign-On (SSO) layer for securing cloud against unauthorised access control and privacy intrusion [7] . The approach reduce computational cost incur when data is encoded and reencoded at every modification of data by provider. It also improve security and assist in effective communication among cloud users.
Unauthorised users have devised a number of technique in the literature to illegitimately hamper communication. Accordingly, previous researcher employs elliptic curves based Diffie-Hellman cryptosystem in providing secure communication in an unprotected data pathway [8] . To further secure the communication channel over several known data destruction attempts, the researcher uses randomized encryption process. As a result, the method presented, enhanced Diffie-Hellman security ability against intruders with known plaintext attack skill. Thus, making it difficult for such attacker to identify different between two encryptions, despite knowing the matching plaintext. The method is easy to implement and ideal for small devices having memory constraint.
Though ECC is a new method in cryptography relied on mathematics of algebra problem to encrypt and decrypt data. The method is public key system that has ability to exchange key, encode and decode data and provide digital stamp. Elliptic Curve Integrated Encryption Scheme (ECIES) was described using the ECC method for encoding and decoding process and highlighted the functions and requirements for its implementation [9] .
Cryptographic schemes were combined to secure mobile data in cloud by integrating Elliptic curve along with blowfish algorithms to ensure authentication and confidentiality [10] . Randomization of rounds of blowfish was performed to enhance security of data. Data transmission was further secured with random number generation to attain higher implementation difficulty for attackers. The method was implemented and experimented on several media including PC, smartphone and other categories of devices.
The mathematics requirements of Elliptic Curve Cryptography (ECC) in Galois Field was explained [1] . The researcher describes the functionality of ECC, its advantages and challenges over other cryptosystems. A comparison of effectiveness, key size, known and probable attacks and ways of preventing the attacks between ECC and other cryptographic systems was considered. Reliability of ECC was also x-rayed.
Elliptic curve cryptography (ECC) was used for encrypting images [11] . The researchers considered ECC for this purpose because of the fast nature and smaller key size of ECC. To achieve this, the values of the image data is converted into the elliptic curve point ( , ) and the elliptic curve points were then transformed into ciphertext. The ciphertext produced provides faster and more secured system with less block size. ECC is no doubt receiving attention generally as another option to traditional asymmetric cryptography because there is no known technique of finding solution of discrete logarithm problem, in a reasonable time, on a suitably selected elliptic curve. Smaller key size in ECC provides same level of security when compare with other tradition asymmetric cryptography such as RSA and DSA [12] . Some benefits of ECC according to [12] include smaller size encryption key, reduced bandwidth rate requirement, decreased processing power, high speed computations and smaller amount of memory space.
Summary of elliptic curves including its uses in cryptography was described [13] . The researcher evaluates elliptic curves performance in relation to conventional asymmetric cryptography such as RSA in the wireless environment. Also examined is applications of elliptic curves in identity-based encryption for protecting communication as well.
Previous researcher focuses on elliptic curve algorithm properties in order to ascertain its security capability, advantages over other algorithms and privacy issues as relates to its functions [14] . The researcher examined the privacy and protection components of elliptic curve to establish the properties associated with the component. It was established that EC outperform other algorithms in term of key size, speed and retrieval of coded information.
Elliptic Curve Cryptosystem (ECC) and its application in mobile devices and wireless networks was described [15] . ECC is considered suited for mobile/wireless environments because of its computational benefits, which includes faster computational capability, low power and memory consumption, less bandwidth consumption. Finally, an analysis and comparison of ECC based protocols and traditional cryptosystem was carried out, the result indicates high recognition of ECC over other types public key cryptosystems.
METHODOLOGY 3.1 Group Theory
A well-chosen operation on the set of points on the elliptic curve forms a group. A group is a nonempty set with an operation that satisfies the following four conditions. Let be a group and + be a operation on 3. Identity: for all elements in , there exist in the set, an element, e, also in such that a + e = e + a = a. The nonempty set, G, is defined to be the set of points that satisfy the equation of the elliptic curve together with a special point, , at infinity. The operation, +, on G of any two points is a line drawn between the two points, taking the third point where the line intersects the curve and reflecting it over the x-axis. Therefore the operation, +, on these two points is the reflection of the third point. In this way, every line will intersect the curve in three places, and as a result, the group is closed. Closure means that adding two points in the group results in a third point that is also in the group.
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Suppose two separate points, and , having , and slope ,
where the coordinates of the third point is given as
To add two points and where and then the sum of the two points is defined as the unique point at infinity, represented by . The point at infinity provides means to have closure in the group. The point at infinity is the point located on top or bottom of any vertical line. This allows us to write the addition , when the x-coordinates of and are the equal.
A third case occurs when a point , is added to itself. In this case the slope is (4) and the point is,
The slope, , is the gradient of the tangent line at the particular point, , since the usual formula for slope cannot be appliedas a result of non distinct points.
The second condition that must be met is associativity. The proof of associativity according to [16] considered three P, Q, R points on elliptic curve E. To compute − ((P + Q) + R) requires lines l 1 = PQ, m 2 = ∞, P + Q, and l 3 = R, P + Q, and observe their intersection with E. Similarly, to compute − ((P + (Q + R)) requires lines m 1 = QR, l 2 = ∞, Q + R, and m 3 = P, Q + R. It is easy to see that the points P ij = l i ∩ m j lie on E, except possibly for P 33 . It is observed P ij P 33 on E forces P 33 to be on E. Since l 3 intersects E at the points R, P + Q, − ((P + Q) + R), then − ((P + Q) + R) = P 33 . Similarly, − (P + (Q + R)) = P 33 , so − ((P + Q) + R) = − (P + (Q + R)), which shows the desired associativity.
The third condition that must be satisfied is the identity element in the group. In this group the identity, is the point at infinity, . Thus + = and P + = + P = P.
The fourth condition to be met for this to be a group is that every element in the group must have an inverse. Given a point , its inverse would be These two points have the same x--coordinate value but a different y-coordinate value. The addition of these points results in the point at infinity. Since the point at infinity is the identity element, + = . Thus is the inverse of, and each element in this group has an inverse. Since all four conditions ofa group are met the set of points that satisfy the elliptic curve, along with and the defined addition of two points forms a group. ECC satisfies the requirements of the group.
An elliptic curve over a finite field creates a public key cryptosystem use for transmitting messages in a secure manner in the open. The paper looks at this with an elliptic curve, a finite field, and points on the curve.
Elliptic Curves
The equation of elliptic curve is of the form (7) where A and B are constants.
The number of points on the elliptic curve indicates its strength. The higher the number of points satisfying the elliptic curve equation, the more secure the elliptic curve. The number of points satisfying the EC is determined using Baby-
Step-Giant-Step.The attractiveness of ECC increases relative to other public-key cryptosystems as computing power improvements force a general increase in the key size. The benefits of this higher-strength-per-bit include:
• higher speeds,
• lower power consumption,
• bandwidth savings,
• storage efficiencies, and
• smaller certificates.
The security of ECC relies on one-way function. This is a function that is easy to compute in one direction but difficult or impossible to compute in the opposite direction.In elliptic curve, if P and Q are two points on the curve, it is easy to combine P in a number of time to obtain Q as nP=Q. However, it is very difficult to obtain P from Q. That is given a point Q, finding a number of times P is combined with itself to obtain Q is hard. Finding n given Q is impossible in a reasonable amount of time. Points in finite field, behave in an unpredictable manner spreading out rather than be on a smooth curve as in the real plane, therefore it cannot be easily assumed that a point is between two other points in finite field. The only means to find n is to combine P many times until Q is found. According to [16] , elliptic curve over a finite field with 30digits prime number as base needs more than the age of the universe to crack. Hence finite fields offers great amount of security that can be rely on.
Finite Fields
Operations over the real numbers are slow and inaccurate due to round-off error. Cryptographic operations need to be faster and accurate. To make operations on elliptic curve accurate and more efficient, the curve cryptography is defined over two finite fields.
• Prime field Compute K a G, as public key.
Send K a G and
Select a number K b at random and keep private.
Compute K b G, as public key.
Transform (M, x) as a point on C to M. Suppose, A wants to send a secret message to B; they will use the following steps.
1. A and B decide on a nonsingular elliptic curve, C, over some finite field, 2. They also choose a generator, G, that satisfies the equation of the elliptic curve C over . This should generate a large number of points. It is best if G generates the whole group but it can still work if it generates at least half of the field. The C, G and is made public as shown in figure 1.
3. A selects a random number and B selects a random number . These numbers will be kept as private key.
Using the point, G, A calculates
G and publishes this point G as his public key.
5.
A then chooses the message M she wants to send. This message, M, is encoded as a point on the curve C as (M, x).
6. Using her private number she computes G, and ( G) plus the message, (M, x). She then publishes points, G and ( G) + (M, x), in public shown in figure 2. 
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A and B made certain information public yet it is difficult for unauthorised person to recover the message. If an eavesdropper,E, was trying to decrypt this hidden message, he is equipped with the following information
With this information, it is most unlikely that E be able to decrypt the message, without the other information. Despite E has this information at his deposer, it is still impossible to decipher the message. This is because the power to decrypt is in the private keys chosen by A and B.Elliptic curves over finite fields generate a group in which inverses can easily be computed and the possibility of computing multiples of points (K a G, K b G, and K a (K b G)).then it is to find which number gives a particular multiple of G. When B computes K b G, A calculates K a (K b G) + (M, x) based on that point. B must find the inverse of K a (K b G), which is essentially the same thing as finding -K b (K a G). Adding this point to A's published point will give back the message. The fact that groups have inverses is essential to the encoding process, as illustrated, because it allows the receiver to decipher the message.
To illustrate p is chosen as 263 so the is considered as finite field elliptic curve C is selected as over check to ensure C is non singular by computing in this case A=2 and B = 3
Since this value is not equal to 0 C is nonsingular. This is the original message sent by A ECC required that some classes of elliptic curves should be avoided for high performance and effective security. These classes of elliptic curves have discrete logarithm problem that are easy to solve. One such curve is a curve whose group order can easily be factorised into small numbers which are prone to Pohlig-Hellman algorithm. The algorithm can solve susceptible elliptic curve discrete logarithm problem easily. Other curves to be avoided includes anomalous and super singular curves.
RESULT AND DISCUSSION
It is very difficult for attacker E to know the message sent without either A or B's private number. The bigger the prime p, the more difficult for an attacker to decrypt the message. Two factors are crucial to ECC security. On one hand is the determination of group generator and on the other is the choice of elliptic curve.
The group generator need to be chosen such that it can generate all the points on the curve and the choice of appropriate elliptic curve is very important as this affect the security of the system greatly. In choosing elliptic curve super singular and anomalous curves should be avoided in order to improve the security. To be kept away from also, is the elliptic curve with small prime as this can be manipulated to recover the secret key. Presently, usingaverylargeprime of about 30digitslong,isconsidered impossiblefor attackers tocrack.As the power and resources of computers increases, the value of prime number can also be increased to make it more difficult or possible to break.
CONCLUSION
It is important to state the reason why ECC method is preferred to other methods such as RSA and DiffieHellman.The security of RSA relies on the difficulty in factorisation of product of two large prime numbers while the Diffie-Hellman approach is based on finding the log of a number mod p of discrete logarithm problem for finite groups, which has been proven to be very difficult. Although both types of systems are currently used to encrypt information, the attacks on RSA and Diffie-Hellman have forced users to use bigger prime numbers which increases storage space, reduces process speed and increases bandwidth. It is in the light of this that ellipticcurveshave made headway in the field of cryptography by using shorter key with higher speeds processing power, lower power consumption rate, bandwidth savings and storage efficiencies.
